TECTbI > YMHbLINA AOM

HEIAEHIHEIH KBEMOLTD

YMHbIN oM 6e3 06/1a4HbIX TEXHOJIOTMIT — BO3MOXHO N1 3T0? Mbl NPOBEPUM, HACKOBKO
XOpoLwo paboTatoT cucteMbl nponssopuTeneit 6e3 NHTepHeTa, U JaAUM COBETHI O TOM,
Kak caenatb CBOW oM 6e30nacHbIM.

EBpone ymHbIe nmoma ceifyac B TpeHIe: ellle HUKOrIa He
OBIJ1 TaK BBICOK CIIPOC HAa YMHBIE CUCTEMbI 0€30MaCHOCTH,
yIpaBisieMble OCBETUTEIbHbIC YCTPOMCTBA U KOHAUIIMOHE -
pBI, a TAKXKEe Ha JOMAITHIOI0 aBTOMATUKY, TTO3BOJISIIONIYIO MIPOM3-
BOIUTH ee JoocHameHne. CormacHO MaHHBIM CTaTUCTUYECKOTO
noprayia Statista, B 3TOM Trofay ToJbKO B [epMaHUM XUTEIU TTO-
TpaTAT Ha cucteMbl SmartHome okoso 1,3 mipn espo. U Takum
00pa3oM OHM OyOyT HAXOOUTHCS Ha TPETbEM MECTE B MUpPE —
cpasy nocie CIIA n Kuras.

[MpuunHBl TOTOGHOTO OyMa MHOTOOOpPAa3HBI: €CJIM paHbIIe
aBTOMAaTU3alUs XXKWINIIA OblJIa CBSI3aHa ¢ OOJIBITMMU 3aTpaTaMu,
TO TeNnepb Bce OOJbIlee YMCIO MPOU3BOAUTENCI BHIXOAUT HA PhI-
HOK C HENOPOTMMHU YaCTHBIMM pellieHUsIMU. MHoOTHE JIOAU MO
CBOCI MpPUPpOIEe UMEIOT MOTPEOHOCTL B 0€30MacHOCTH, OylIb TO
3alluTa OT rpadbuTeneit, oT moxapa ujin npopeiBa Tpyosl. Terepb
UM MpeTaraloTcsi COOTBETCTBYIONINE MPOAYKTHI, KOTOPbIE Aal0T
BO3MOXHOCTb KOHTPOJIsSI HaJl CBOUM TOoMOM. HeBo3MoXHO Tepe-
OLIEHUTh U (pakTOp KoMmdopTa, KOrma ecTb YIpaBiaseMoe OCBe-
IeHNe U OTOIJIeHWe. B HEKOTOpOM pojie CIocoOCTBYeT TaKOM
MOTYJISIPHOCTHU ¥ TOCYIAPCTBO: C OMHOM CTOPOHBI, OMHUM M3 Tpe-
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0OBaHUI KPEIUTHBIX YUYPEXKACHUI 111 HOBOCTpOoeK B [epmaHum
CTaJlo, HalpuMep, JOOCHAIeHUEe 3alUTON OT B3J0Ma, C APYyroi
CTOPOHBI, MPUHUMAIOTCSI HOBbIE 3aKOHBI, MO KOTOPBIM 00si3a-
TeJIbHOI CTAHOBUTCSI yCTAHOBKA JETEKTOPOB JbIMA.

06s3aTeNnbHOCTL 06/1aKa M cepBepa — yA3BUMOCTb CUCTEMBI
Kaxk 651 BBICOKO JIIOIY HU OIIEHUBAJIM CUCTEMBI [IJISI YMHOTO JIoMa,
OMHOBPEMEHHO TPUCYTCTBYET U M3PSIIHAS JOJSI CKEIcuca Mo OT-
HOILIEHUIO K TTPOMYKTaM — TIPOCTO IMMOTOMY, UYTO 3a4acTyIO MX He-
BO3MOXHO MCTIONB30BaTh 0e3 moctyna B MHTepHET M 06iaqHbIX
cepBucOB. M 3Tu omaceHus1 HelMb3s Ha3BaThb HEOOOCHOBAHHBIMMU,
Belb MOATBEPXKIECHUN YSI3BUMOCTH YMHBIX TOMOB TOCTAaTOYHO.
ITocraBuiuk ycayr 0e3onacHocTu Sophos B HacTosiiee BpeMmst
MPOBOAUT IKCIIEPUMEHT C CUCTEMOI YMHOTO I0Ma, KOTopasi Mpef-
CTaBJIsIeT cO0O0l 3aMaHUYMBYIO Liesb AJis1 XxakepoB. [Iporecc ctpou-
TEJIbCTBA, KOTOPbIA MOXHO ObLJIO YBUAETh B MPSIMOU TPpaHCISILIUKU
Ha CeBIT, oueHb BbIpa3uTEeIbHO IEMOHCTPUPYET, YTO YMHBII 1OM
TOYHO TaK X€ CKaHUPYETCS 3JI0YMBIIUIEHHUKAMU Ha HaJludyue
YS3BUMBIX MECT, KaK TOMAIIHUI KOMITBIOTEP UJIU CepBep. A KOJU-
YECTBO HE3ANIMIIeHHBIX CUCTEM OECUMCIEHHO: B TPOIIJIOM TOIY
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nuckayHtep Aldi nponaBan [P-BeG-kamepy, KOTOPYIO MOXHO Obl-
JIO WCIIONh30BaTh 0e3 ycTaHOBKU Tapoist. ChencTBueM Takoit
OIPOMETUYMBOCTH CTAHOBUTCSI HE3aIUIIIEHHAS TIOTOKOBAsI TpaHC-
JISIIKST B peXXKUMe pealbHOTO BpeMEHU TPSIMO M3 COOCTBEHHOM To-
CTUMHOI. XOT$1 MpoAaBell U NMPeaoCTaBIsieT OOHOBJIEHUE, ET0 HYX-
HO yCTaHaBIMBaTh B pydyHOM pexume. M momenb BeOG-Kamephl
Aldi — 3T0 Hajeko He eIMHCTBEHHBIN Cy4yail, KOTOPbI BbIIaeT
npocroit nouck Google Ha 3aPOC «He3alIUIIEHHbIE KaMepbl».

B nmouckax 6e30macHoro npoayKra rnojib3oBared HaTblKaloT-
¢l Ha LieJTble TIOJTYMINA TTPOU3BOIUTEINEH, UCTTOIb3YIOIINX AeCITKHI
COOCTBEHHBIX CTAHIAPTOB CUTHAJIM3AIlUKM M CTaHIapTOB Oe3omac-
HOCTH, KOTOpPbIe HUKTO HE MOXET IO-HAaCTOSIIeMy TPOBEPUTH.
Crona xe noGasisiercs cjlabasi MUHCTPYKIIUS MO MPUMEHEHUI0 U
PYYHOI1 peskUM OOHOBJIIEHUSI MUKPOIIPOTPAMMHOTO 00ECITeUeHMS,
CO3MAIINK TPOOJIeMBbI IUIST TTOJb30BaTeIcii, KOTOphle HEIOCTa-
TOYHO pa30MpaloTcsa B TeXHUKe. B Hauase MapTa rpyria XakepoB
Exploitee.rs mpomeMOHCTpUpoOBajga IBe OCHOBHBIC YSI3BUMOCTH
nonyisipHoro ceteBoro Hakonutenst My Cloud ot Western Digital:
KaXJIOMY M3 XaKepoB yIajoCh cTaTh agMuHuctpatopoM NAS,
MpPOCTO M3MEHUB ceaHCOBbIe (aitabl cookie. A Bropas ommuoOKa
MO3BOJIWJIA MOJYYUTh AOCTYI Yepe3 MPOCTYI0 MAHUMYJSILUIO C
PHP — Ha naHHBI MOMEHT MPOU3BOAUTENb 3aKPbLJT TOJbKO YsI3-
BUMOCTH, CBsI3aHHBIE C (paitmamu cookie.

Db bEeKTUBHO 3alIUTUTh YMHBIN JJOM MOXHO Pa3sHBIMU CITO-
cobamu, 0 KOTOPBIX MBI BaM UM paccKaxeM. Pasymeercst, HawIyd-
Iag 3alnTa — 3TO He3aBUCUMas CUCTeMa, KOTopast MOXeT (DYHK-
UOHUPOBATh U 6e3 moctyra B MHTepHeT. Ho ocraeTcs Bompoc:
KTO TaKyIO TIPEIJIOXKUT?

Monunas dyHKuMoHanbHOCTL 6e3 06naka — peakocTn
MBI paccnpoCuan caMbIX KPYITHBIX IPOU3BOAUTENEI CUCTEM 000-
PYIOBaHMS ISl YMHOTO J0Ma, KakoBa (PYHKUMOHAJIbHOCTb HX
cucteM 0e3 MHTepHeTa M Kakue JMIIEHUST TIPU 3TOM TPUIETCS
TepneTh. Hampumep, cucteMbl ocBenieHus: Philips Hue u Osram
Lightify MmoxHo ucnosib3oBath 6e3 gocryrna B MHTepHeT — Bipo-
YeM, HMYETro IPYTroTo OT YIPAaBIEHUs JJaMITaMU W He OXUIaIOCh.
IpaBna, mpu HacTpoOliKe MPOTPaMMBI ISl paOOTHI CBETWJIBHUKOB
cucteMbl Osram MHTepHeT Bce-Taku motpebyercs. s ynpabie-
HUS CUCTEMOI Yepe3 TMPpUJIoKeHUe 11T cMapT(doHa, caMo coboi,
Takke HyxkeH moctyn K Cern. To xe camoe neiicTByeT mist Home
Base ot Qivicon B OTHOIIEHUN MX OOJAYHBIX CEPBUCOB, HAIpH-
Mep, TIpU YIIpaBJIeHUU BeO-KaMepoii. B ocTaibHOM yIipaBieHue u
HacTpoiika ycrpoiictB Qivicon npousBomutcs yepe3 WLAN —
YMHBbIE (DYHKIIMY BCTPOEHBI B 0a30BYIO CTAHLINIO. AOCOJIOTHO IO~
XO3Ke BCE BBIIVISIAUT Y TPOLYKTOB ISl yMHOTo Aoma oT Devolo.

Taxkoit mpou3BoaUTENb, KaK Innogy, neaeT MONbITKH IO Mpe-
NMOCTABJICHUIO TTOJI30BATENISIM MaKCUMyM He3aBucumocTtu. [locie
BBITIOJTHEHUST HACTPOEK YMHOTO ToMa 06a30Basi CTAaHIINS B OCTaJb-
HOE BpeMsT MOXeT 00XomuThcs Oe3 MmoakioueHust K MHTepHery.
I[MTomuMo cucTeM 6e30MacHOCTU U KOHAMLIMOHUPOBaHUS, Innogy
MPEIOCTABIISICT U YMHBIEC POJBCTABHU, TMTPAKTUUECKH TTOJTHOCTHIO
obecrieunBas MOJIb30BaTEIsT 00OPYIOBAHUEM [IJIT YMHOTO JIOMa.
O6opynoBanue komrmaHuu HomeMatic, mpennaraioiieii, moxa-
JIyi, caMblil IIMPOKUI aCCOPTUMEHT Il aBTOMATU3alMKu I0Ma,
TakKKe MOXeT paboTaTh aBTOHOMHO 0e3 noctyna B MHTepHeT. To
Ke Kacaercs cucteM Eqiva, koTopbie, kak 1 HomeMatic, BbILLIN
u3 ¢Q-3. B ciyuae ¢ HomeMatic IP, npeacraBiasiiomiuM co0oit
yucToe obJayHoe pellleHue, YTo clenyeT M3 Ha3BaHus, 6e3 CeTu
060UTUCH HEBO3MOXKHO.

AGCOIOTHO HOBOIf Ha €BPOTICHICKOM PBIHKE SIBJISIETCSI KOMIIa-
Hust Nest, ObiBlIee TToapasaeseHue Google, co CBOUMM IE€TEKTO-

paMu abIMa, a TAKXE ¢ BHYTPEHHMMU U HAapyXHbBIMU KaME€paMU. —

CHIP € 2017 < 07

YMHBIA AOM < TECTbI

OcHauweHue geTeKTopamu Abima

C BBegeHneM HopMbl 06 0bs3aTeNb-
HOW YCTaHOBKE AeTeKTOPOB AbiMa B
psifie eBPOMNECKMUX CTPAH yCTaHaBIN-
BaloT BCe 6osblue YMHbIX NPUOOPOB
MOXapHOI CUrHaNM3aLuu, Kotopble
BKJ/toYatoTcs B Cetb UK oTnpasnstoT
CUTHaN TPeBoru Yepe3s 061adHbIi
CepBUC NPAMO Ha CMApTdOH.

> HoBble AeTEeKTOPbI AbIMA [J0J1K-
Hbl COOTBETCTBOBATL TPEHOBAHMAM
DIN 14604. B Hux BXOZUT, K npumepy,
YPOBEHb CUTHana He Huxe 85 Ab(A),
TecToBan GyHKLMA U paHHee npepy-
npexpeHue o 3ameHe GaTapeu.

> LleHoOBOI1 AMaNa30H cocTasifeT
OT HEeCKONbKUX CoT py6reii 3a
NpoCTble yCTPOIiCTBa A0

(7]

OTKpbITBI NPOCMOTP

MockonbKy hupmbl yacTo
MCNONb3YIOT MHOXECTBO
IP-kamep c 3aBOACKUM
naponem, K npumepy,

3a 3TuM opucom B JloH-
AOHe MoryT Habniopatb
BCe Xenawume

10 000 — 15 000 py6neit 3a Mogenu
CO CMapT-PyHKLUUAMM 1 06NAYHOIA
nopaepxkoit. Ecnu kTo-To onacaetcs
3a [LOCTYN K 06/1aKy, MOXHO MCMOMb-
30BaTh €TEKTOPbI AbIMA C PAJUOCHT-
HaNOM, KOTOPble COeAMHAIOTCA Yepes
CeTb TONIbKO AApYr C Apyrom. Ecau
CNy4nTCA BO3ropaHue B noggane,
cpaboTaeT 1 AeTeKTOp B CMasbHe.
PapnopetekTopbl B 60abWNHCTBE
C/ly4aeB NpoAATCs B KOMMNEKTE 1
cToAT o1 1500 py6neit 3a WTYKY.

JleTeKToOpbI AbIMA C pagmo-
curHanom Mumbi (okono
6000 py6neii 3a wecTb
WITYK) 06beAUHAIOTCA B CETb

APYr C APYFOM U COOTBETCTBY-
10T CTAHZAPTY CUCTEM MOXKAPHOW
6esonacHoctu DIN 14604
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LleHTp ynpaBneHus B obnake

MNoKa ycTpoicTBa He cOefUHEHbI B YMHYIO CETb MeXAY c060ii, cuctema
ANA yMHoro foma Medion o6xoauTca 6e3 o6naka
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inpokas dyHKLMOHANbHOCTb
Komnanusa Nest npepnaraer npoayk-
Tbl npemuym-knacca: 1 Nest Protect
noMUMo AbIMa onpepenser u yrap-
HbIi ra3. 2 BHYTpeHHAA Kamepa

MMeeT YyHUBepcanbHoe ynpaBjieHne

Nest

MponyKTbl A5 YMHOTO LOMA OT KOM-
naHuu, KoTopas npexpe 6bina noa-
paspeneHuem Google, Tenepb fo-
CTynHbl 1 B EBpOone — Bo BCAKOM
cnyyae, aetekTop AbiMa Protect ¢

BHYTPEHHEN 1 HapyXHON Kamepamu.

TepmocTat Nest nosButcs B npopa-
e B GnnKaillee Bpems.

> YcTpoiicTBa npemuym-Knacca
ot Nest MOXKHO ncnonb3oBarth u 6es
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npuBsA3KM K 061aKy, ecu He nna-
HUPYETCA YCTAHOBKA YAANEHHOTO
pocTyna.

> [leTeKTOp AbIMA pacno3HaeT
yrapHbiit ra3. [pu BblgeneHnmn gpima
OH CHayana AaeT XunbLam peyepoe
npeaynpexaexue, a yxe notom cpa-
GaTtbiBaeT cupeHa. LleHbl — okono
8000 py6neit 3a patunk u 14 000 py-
Gneit 3a Kamepsl.
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Ecnm oTkazaThest OT ymajleHHOTO OCTYIIA, TO NETeKTOPHI IbIMa 1
TepMocTaT padboTaroT u 6e3 monkaodeHns K MHTepHeTy. OmHaKO
OOHOBJICHUSI M 3[eCh YCTAaHABIMWBAIOTCS TOJBKO uepe3 00JIaKo.
A o6enm kKamepaM Nest 10CTyIT K 00JJa4yHOMY CepBUCY TpeOyeTcs
noctosiHHO. C HemaBHUX TOP U KoMIaHus Medion Boliia B Y41CI0
MOCTABIIMKOB PEIIeHUIi IJ1s1 YMHOTO JoMa W MpeajaraeT n1ocra-
TOYHO IIMPOKHE BApUAHTHI C JaTYMKAMU IBUXKEHUS U AETEKTOpa-
MU nbiMa, [P-kamepoii, BKJItoYaeMbIMU PO3E€TKAMU U CBETOAMO/-
HBIMU JIaMIlaMU. 31eCh LIEHTP YNpaBJIeHMUSI TakKXe BCTPOEH B
0a30BYylO CTaHIMIO U B npuHLMne ooxoautcst 6e3 Ceru. [1papna,
€CJIM IPYT C JAPYTOM COENUHSIIOTCS MBa NEHCTBYIONIUX 3JIEMEHTa,
HampuMep, TaTYMK ABUXKEHUSI U KaMepa, To 0e3 00J1auHOoro cep-
BUCA BCE Xe He 00O0UTUCE.

06naunbie CepBUCHI KaK aprymeHT 3KOHOMMYECKOM uene-
coobpasHocTu

¥ D-Link 6e3 noctymna k UHTepHEeTY BOOOIIIe HUUEro He paboTaeT:
J11000¢ B3aMOIEHCTBUE MEXIY MPUIOKEHUEM JIJIsl YIIpaBJIeHUS U
CUCTEMOIi TIpOXOAUT Yepe3 objauHbiii cepBuc mydlink. ITpana,
TaiiMep M BeO-KaMepbl C yXXe YCTAaHOBJIEHHBIMU HACTPOMKaMM
Jajiblie MoryT pabortath 6e3 MHTepHeTa. [l 3a1lIMThl OT B3JIOMa
D-Link naxe gaet peKoOMeHIALMIO MO UCIOJIb30BAaHUIO MaplLIpy-
TU3aTopa ¢ pe3epBHBIM KaHaioM UMTS, 4yToObl MOIM MpoaosI-
XaTh (QYHKIIMOHUPOBATh CUCTEMBI CUTHAIM3AIIUN TTOCIIEe TOTO, KaK
DSL unu xabenbHOE coeMHEHUEe CTaHYT HEMOCTYIHBI.

B cucremax mis ymHoro noma Mobilcom-Debitel HeT exmHO-
oOpasusi. B yactHocTM, ympaBieHue OTOIUIEHUMEM paboTaeT 06e3
HMHTepHeTa, a B OTHOIIEHUU 0€30MACHOCTU M KOHTPOJST 00Ja4-
HBIIl CEpBUC BOOOIIE CTAHOBMUTCSI ITOBOAOM IS TIPUOOpETEHUS.
Tak, kamepa Smartfrog coeauHsIeTCS UCKIIOUUTEIBHO ¢ 00JaKOM
U COXpaHsSIeT BUACOKOHTEHT TOJILKO Ha cepBepax Mobilcom. ITo-
CTaBIIMK OOOCHOBBLIBAET 3TO 00Jiee BLICOKMM YpOBHEM Oe3ormac-
HOCTH, Bellb MPU B3JIOMax rpabUTENIM 4acTo 3abMpaloT ¢ coboii
KaMephl ¢ SD-kaptaMu, 0COOEHHO B TeX CIIydasix, KOTna KaMmephbl
PACITOJIOKEHBI TaK, YTO JTI000M MTOCTOPOHHUI YeIOBEK MOXKET JieT-
KO OOHAPYXWUTh UX U U3BJICYb.

Cucrtembl KOHTpoJis Mobilcom-Debitel uMeroT coOCTBeHHbIE
OXpaHHBIe (PYHKIIMK, KOTOPHEIE CpabaThIBAIOT, €CJIN OBIOT TPEBOTY
MATYNKK IBVKCHUS MM OKOHHBIE JaTYMKU — TTOHSITHO, YTO 31eCh
He 00oiTUCH 0e3 MpsiMoit cBsI3U ¢ obakoM. Kpome Toro, obnau-
HBII cepBuc Mobilcom B oT/IMUKME OT APYTUX CEPBUCOB pearupyeT
Ha oTkJoueHue Kabens DSL — Hanpumep, rpu MpOHUKHOBEHU U
B xunuiie. [Toaromy 6a3oBas cCTaHLMSI BKJIIOYAeT B ceOs1 OKari-
mapuipytuszatop ¢ UMTS, KoTopblii B 9TOM cilyyae BCe paBHO Tie-
penact curHan tpeBoru. Cucrema 0ecrniepedoitHOro 3HeprocHao-
JKEHUsI, KOTOpOi ocHallleHa 6a30Basi CTaHLIMS, PU OTKIIOYEHUU
3JIEKTPUYECTBA MTO3BOJISIET (YHKIIMSIM 0e301acCHOCTH IeliCTBOBATh
ele okoso 48 yacos. K Tomy ke Mobilcom-Debitel — ennHCcTBEH-
Hasl KOMITaHUsI, peJiaratoniasi CUCTeMbI TOJIbKO B apeHITy.

3aWMUTUTb YMHbINA J,OM CAMOCTOATENbHO

WTak, G0JBIIMHCTBO CUCTEM UISI YMHOTO IOMa MOXKHO MCTIOJIb30-
BaTh U 0e3 moctymna B MHTepHeT — TeM MM MHBIM oOpa3oM. [1pu
MCITOJIb30BaHUM YIAJEHHOTO NTOCTyMNa U — TpeXIe BCero — Mpu
OOHOBJIEHUM MUKPOIIPOTPaMMHOro obecrieueHust 6e3 00JauyHbIX
CEpPBUCOB, pazymeeTcsl, He 000iTUCh. TeM He MeHee MOXKHO Mpu-
HSTb Mepbl, KOTOPbIE TTO3BOJISIT CHU3UTh PUCK HaMaJeHUsT Ha YM-
Hble noMa. Tak, IJIsT BceX YCTPOMCTB, KOTOPhIe TPEOYIOT 1oCTyIa B
WHTepHeT, ciienyeT NCob30BaTh TOJBKO HalIeKHbIe mapoiu. bo-
Jiee TOTO, HYy>KHO U3MEHUTb UMS CTAaHAAPTHOTO aKKayHTa «Admin»
WJIM JeaKTUBUPOBATh ero. MHOTHE XaKephl CKaHUPYIOT CeTh B ITO-
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HMCKaX TaKUX CTAHIAPTHBIX MOJIb30BaTeJel, U 3TO B OCOOEHHOCTU
Kacaetcst IP-Be6-kamep. MukponporpaMMHoe obecriedeHue Tak-
K€ BCerJa JOKHO OBITh aKTyalTbHBIM, U 37IeCh JIydIlle He Ioya-
raThcs Ha TO, YTO OHO OyIeT ycTaHOBIeHO aBToMaTuuecku. K to-
My xe [P-kxaMepsl moutu Bcerna aBTOMaTUYECKU PETUCTPUPYIOTCS
Ha BeO-cepBepe B Havajle UX dKCIUIyaTallud — 3TO YIOOHO, IMO-
CKOJIbKY ITOTOKOBAsI Mepeavya B pexkuMe peajbHOro BpeMEeHU UIeT
HanpsMylo 4epe3 CaiT He3aBUCUMMO OT MecTa U OT YyCTpOiicTBa.
C npyroii CTOpOHBI, TaKasi pErUCTpalisl — 3TO LIMPOKO OTKPbITAsI
JIBEpb JUISI XakepoB. Bo3MoxHO, OymeT 1enecooOpa3HO TOJHO-
CTBIO 3aKPBITh TOCTYN B MHTepHEeT IJIsT CITMIITKOM WHTEPECHBIX C
TOYKU 3PEHUS XaKePOB YCTPOMCTB. DTO MOXHO HACTPOUTH yepe3
BeO-uHTepdeiic poyrepa: y akryaibHbIXx Moaeneit ASUS ato nena-
ercss B MeHI0 «JlomomHuTtenbHble HacTpoiiku/WAN» B pasmerne
«[lepenanpasnenue moptoB» (nau «Port Forwarding»).

lTocteBas cetb u VPN HapexxHee

IMocnenyroiast ctpaTerus ISl TOBBIICHUST YPOBHSI 0€30ITaCHOCTH:
BCE YCTPOMCTBA B CUCTEME YMHOTO JIOMa JAOJKHBI OBITh TTOIKIIO-
yeHbl K cooctBeHHOM cett WLAN. /111 3TOr0 HeoOs13aTeJIbHO Tpe-
OyeTcsl BTOpOil poyTep, TaK KaK MHOTHE aKTyajJbHble MOIEIN MO-
3BOJISTIOT cO3MaBaTh rocTeBble ceTu. OHU 00eCeuyrnBalOT TOCTYI B
WMHTepHeT, HO He K JaHHBIM U yCTpoicTBaM B ocHOBHOIT WLAN.
Takoe paszzmeneHune Takke 0O3HAvYaeT, UTO IMOCie HACTPOUKHU MOCTa-
TOYHO OYIEeT OJIHOTO KJIMKa, YTOOBI OTKIIIOYUTH OT MHTepHeTa cu-
creMy yMHoro noma. [Ipu m3MeHeHUM KOH(UTypamuii min 00-
HOBJICHUM MMKPOIIPOTPAMMHOIO OOECITeYeHUSI MOXKHO OymeT ¢
JIETKOCTBIO CHOBA aKTMBUPOBATH NOCTYIT B CeTh.

I[Ipyn wucrnonbp3oBaHUM BUPTYaTbHON 4YacTHO# cetm Virtual
Private Network (VPN) M0OXXHO moJiy4aTh 3aKOIUPOBAHHBIN TOCTYIT
K KOMIIOHEHTaM YMHOTO JioMa 0e3 00XOIHOTo IyTH Yepe3 obsayu-
Hbiii cepBep. C Raspberry Pi u OpenVPN MoxHO Takke co31aTh
cBoii VPN-cepBep. Takum o06pa3om, 1 BHE 1oMa MOOMJIbHBIN Tesie-
GOH, ¢ KOTOPOTO OCYIIECTBIISIETCSI KOHTPOJIb M yIIPaBJICHUE CUCTE-
MO YMHOTO IOMa, OCTaHEeTCsI YacThio JoMalirHeit cetu LAN.

NAS kak cepBep BugeoHabnogeHus

Ecnu Tpebyetcst 3anmch U XpaHeHNe BUIEOMaTepraia ¢ CeTEeBBIX
IP-kamep, HEOOXOAMM TIOCTOSIHHO padOoTaloIIUil KOMIMBIOTED C
OOJIBIIUM O00BEMOM TAMSITU — WAeaTbHas 3amada i CETeBOTO
xpanuuia (NAS). Takue mpousBonutenu, Kak Synology u QNAP,
IJI1 MHOTUX 13 cBoMX NAS NpemnocTaBisiioT COOTBETCTBYOIIEE
npujioxkeHue. C ero moMouibio JiokajibHbie [|P-kamepbl coenmHsi-
otcs ¢ NAS. Y QNAP mist atoro 3arpyxaercs Surveillance Station
U3 LIEHTpa NMpWIoKeHUi onepaiimoHHoit cucteMbl NAS. CHavana
HYXHO 3anycTuTh [P-kamepsbl ¢ poytepom yepes JokanbHbiil [TK.
3aTeM HeoOXOIMMO HACTPOMUTH 3aIlMCh W BBIBOI BHUICOIIOTOKA B
npunoxeHuu Surveillance Station. Kaptunka ¢ kamep Oynet oto-
Opaxatbes 160 B mpunoxenuu 1 [NK, nubo B Be6-uHTEpdeiice
Surveillance Station. [Tpu 3TOM MOXXHO BBIBOIUTH N300pakeHUE C
HEeCKOJIbKUX KaMep OTHOBPEMEHHO, a Takke OymeT BO3ZMOXHBIM
yIpaBieHre TOBOPOTHBIMU KamepaMu. C ITOMOIIIBIO OTIOTHUTEb-
Horo npwioxeHus: (QUSBCam) nj1s1 KOHTpoJI 32 TOMOM MOXHO
ucrnonb3oBath naxxe USB-Beb6-kamephnl. B ciyyae ¢ Mmonensimu s
NAS mapku Synology BuaeocTaHIMsl padoTaeT aHAJIOTUYHBIM 00-
paszom. NAS cienyeT o00pyaoBaTh TakK, YTOOBI OHAa OCTaBajIach He-
3aMETHOI U HEJOCTYIHOM 17151 B3JIOMILMKOB.

Ecnu coGmronath cTaHmapThl 6€30MacHOCTH, BCETIa UCTTOb30-
BaTh aKTyaJlbHO€ MUKPOIIPOTpaMMHOE obecrieueHre, MpaBUIbHO
obe3omnacuth poyrep 1 WLAN, a Takke 1Mo BO3MOXHOCTU 3ajeii-
crBoBath VPN-coennHeHue, TO MOXHO CO CITOKOWHON COBECTbIO
BJIMBATHCSA B TIOMY/ISIPHBINA TPEH/T M IE€TaTh CBOi oM yMHBIM. [
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BupgeocTtaHuus

MpunoxeHus ANs opraHu3auum cepsepa BUAeoHabnoaeHNs Ha 6ase
NAS ot 1 Synology u 2 QNAP no3BoastoT ucnonbzosatb IP-kamepbi
NOKanbHO U NPeANaraloT NoNb30BaTeNAM MHOXKECTBO YHKLUN
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